1. Define the main characteristics of cloud computing.

There are multiple main characteristics of cloud computing, starting with on-demand self service where customers can supply resources in computing like servers, storage, databases and networking automatically without needing to interact with anyone.

Another characteristic is that services are available entirely online meaning you can access it through most standard devices. 

Since it is all online resources can be scaled up or down quickly based on how the demand looks at the time, this also means that customers and pay for only what they use.

2. Explain the following cloud technologies.
a. Hybrid Cloud

Hybrid cloud is a combination of private and public services that work together to create hybrid cloud.

b. Private Cloud

Private cloud is a cloud service that is dedicated to a single company or organisation as it can offer greater security and control, however for the extra benefits means that it is more expensive.

c. Public cloud

The public cloud is a service that is provided over the internet and shared to multiple customers at once.


3. Explain the following Cloud based Website technologies.
a. Static Website

A static website uses fixed content that is built using the likes of HTML and CSS, it also doesn’t use any server sided processing making it easy to host, fast and inexpensive.

b. Dynamic Website

A dynamic website will base its content based on user interaction meaning it has to use databases and server sided scripting to choose what content to display in real time.

c. Public Website

A public website can be a combination of both static and dynamic depending on how and who has built it, it is also accessible to anyone on the internet.


4. Describe the following Cloud Services
a. SaaS

SaaS – Software as a service is a software that is ready to use and can be sent over the internet. The provider deals with the infrastructure, platform and application while the user just needs to use and access the software.

b. PaaS

PaaS – Platform as a service provides an environment where developers can create, test and deploy applications. The cloud provider is responsible for managing the underlying infrastructure while developers focus on managing their applications and the data within them.

c. IaaS

IaaS – Infrastructure as a service delivers virtual machines, storage and networking resources over the cloud. The customer is responsible for managing the operating system and applications which provides greater control but also increases their level of responsibility.

d. XaaS

XaaS – Anything as a service is basically a general term used to describe any kind of service that’s provided over the internet. Instead of buying and managing everything yourself, you can access things like databases (DBaaS) or artificial intelligence tools (AIaaS) online as a service whenever you need them.

5. What are the pros and cons of cloud computing.

Cloud computing has multiple pros and cons, starting with the pros. Cloud computing has a much lower upfront cost while stile having the likes of scalability, high availability and global access to services. However, the disadvantages of cloud computing including needing a reliable internet connection while still having ongoing costs and security and privacy concerns.

6. Explain the differences between a cloud based relational database and a non-relational database.

A relational database is used more when looking for consistency in financial and transactional systems as it stores data in a structured table with predefined schemas and makes sure it follows the ACID principles.

A non relational database can store data that is structured, semi structure and unstructured. Its able to scale horizontally which makes this more suited for applications with lots of data or real time systems.


7. What are the 3 main training types for machine learning? Explain the differences between them.

Supervised learning – This uses labelled data to help train models so that they can make better predictions 

Unsupervised learning – This uses unlabelled data to find patterns or groups within the data

Reinforcement learning – This trains its models by using a reward and penalty system, helping it learns behaviours over time.

8. What is Client Service Interoperability?

This is a service that allows different systems, cloud services or applications to work together smoothly. It doesn’t matter if its built by different providers, this allows clients to share data, connect and communicate across platforms without issues.


9. What tool is provided by Cloud Service Providers to help you evaluate probable costs of your cloud service configurations.

The tool provided is a price calculator tool that helps the client calculate an estimate on how much the cloud services will cost for the resources that the client plans to use for example storage, virtual machines and networking.

10. Explain the term Auto Scaling in relation to Cloud Provision.

Auto scaling is a feature that will increase or decrease its resources based on the demand needed at the time. This can help maintain performance and keep costs controlled.


11. Explain the following Cloud Storage technologies and their impact on storage design.
a. Redundancy

Redundancy is the term used for keeping multiple copies of data in varied location, this helps reduce the risk of data loss if a server or system fails.

b. High Availability

High Availability refers to systems that have very little downtime and are designed to keep running. This can be achieved by using backups components or failsafe systems.

c. Disaster Recovery

Disaster recovery is the process of being able to restore data and services after any types of failures such as a cyber-attack or hardware failure. This works as it involves a series of backups and recovery plans to minimise downtime and data loss.

